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Preface

Threat Modelling is eating the world.
Not quite, however, I hope that you, as a reader, gets my point.

The focus here is Connected and Autonomous Vehicle (CAV) and surrounding technologies.
Their adoption will only increase in the near future, as everyone should pay particular interest
in defending and protecting this infrastructure against any adversarial incursion.

This statement is even more true after the (not so gentle) introduction of Large Language
Models (LLM)s to society, where users and analysts expect engines to “spit out” threat models
readily useful for in-depth analysis, which is seldom the case.

I propose here a book to fill significant gaps for Threat Modelling CAVs, mostly because:

+ No dedication to threat modelling: current books cover threat modelling as a topic among
many cybersecurity concerns.

« Limited comprehensiveness: existing resources focus on specific methodologies (TARA)
or general cybersecurity rather than comprehensive threat modelling approaches.

« Lack of CAV-related focus: most books address general automotive cybersecurity rather
than the unique challenges of connected and autonomous vehicles.

+ Academic vs. practical: research papers are highly technical but lack practical implemen-
tation guidance for industry professionals.

Having listed those reasons, we come to the conclusion that there is no comprehensive book
dedicated specifically to threat modelling connected and autonomous vehicles.

It is my view that a comprehensive book on threat modelling for connected and autonomous
vehicles must bridge theoretical frameworks with practical implementation while addressing
the unique challenges of safety-critical, highly connected automotive systems. Success in such
endeavours requires deep understanding of both cybersecurity principles and automotive engi-
neering, combined with awareness of regulatory requirements and industry best practices. We
sincerely hope that the resulting resource should serve as both an educational foundation and a
practical reference for professionals working to secure the future of automotive mobility.
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Introduction

It is undoubtedly true that Connected and Autonomous Vehicles (CAV) will dominate future
transport scenery in the years to come. Predominant are the intertwined notions of connectiv-
ity, communication, remote management, and autonomy. The idea of appending communication
capabilities makes CAVs interact and connect with one another whilst maintaining the infras-
tructure for fixing defects or other issues. Specifically for autonomous driving, the Society of
Automotive Engineering (SAE) has created a classification for characterising and differentiating
vehicles in the SAE J3061 document [1]:

+ Level 0: No Driving Automation.

+ Level 1: Driver Assistance.

« Level 2: Partial Driving Automation.

« Level 3: Conditional Driving Automation.
« Level 4: High Driving Automation.

+ Level 5: Full Driving Automation.

CAVs are System-of-Systems (SoS) or Cyber-Physical Systems (CPS) as they consist of a
plethora of systems and sub-systems equipped with communication capabilities through Internet-
of-Things (IoT). The sheer number of Electrical/Electronic (E/E) components, ie, fundamental
parts of any vehicle’s complex network that controls its functions, including sensors, Electronic
Control Unit (ECU)l, actuators, connectors, wiring, mixed with other hardware and software
elements.

All these elements within vehicles must be secured, preventing any serious vulnerabilities
reaching road-drivers. At times, strict time-to-market constraints deploy unfinished products to
the roads, lacking thorough testing rounds, and compliance checks. It is imperative to devise
clever ways of checking overall software quality by means of automation, and, under security
contexts, employing Threat Modelling (TM) approaches has proved useful and impactful.

The objective of this book is to detail how could TM be prescribed (mainly) for car Origi-
nal Equipment Manufacturers (OEM), researchers, students, or other stakeholders as a de facto
means of tackling security testing in CAVs, highlighting its features with real-world examples.

!In this book we distinguish between Electronic Control Unit (ECU) for electronic units and Engine Control Module
(ECM) for engine related concepts (as ECU was originally termed “Engine Control Unit”).
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Given these concerns, coupled with adversaries’ drive and relentless motivation to attack the
infrastructure (or perform other malicious intents), steep time-to-market expectations (resulting
in untested features being hastily deployed), and reasonable budgetary allocations by organisa-
tions, some key concepts in this domain promptly surfaces to help understanding the context.
Although ISO/SAE 21434 [2] presented a good glossary for related terms and cybersecurity no-
tions, we provide next academic related information based on sound research. For instance, in
the seminal and time-tested? Avizienis et al. (2004) [3] work, there are interesting definitions
that we append here:

System: “A system is an entity that interacts with other entities, ie, other systems, inclu-
ding hardware, software, humans, and physical world with its natural phenomena.” The
other systems are the environment of the given system.

System Function: what the system is intended to do.

System Specification: define the solution that the computer system has to implement to
solve the problem. System function is described by the system specification.

Correct Service: correct service is delivered when the service implements the system func-
tion.

In terms of security, and related concepts, literature on the topic is vast and fruitful.

Security: broadly speaking, it entails preventing any harm, damage, or breach of assets.
More precisely [3] (and better explained as follows), “Security is a composite of the at-
tributes of confidentiality, integrity, and availability.”.

Cybersecurity: consists on protecting digital assets, ie, hardware and software from cyber
threats, eg, hacking attempts, disruptions, or data breaches, to cite a few concerns.

Vulnerability: a weakness in systems (software, hardware, network, configuration, etc.),
that could be used to abuse, corrupt, exploit, or disrupt systems or impact functionalities,
response times, or steal data, and so on.

Threat: anything (people/adversaries, events, etc.) with the potential of exploiting vulne-
rabilities.

Threat Modelling: the proactive and structured process of understanding potential threats
affecting systems, listing their most-likely attack vectors, considering different designs
that help securing systems further, and how to best approach tackling vulnerabilities.

- Itis a Risk Assessment technique (more to follow throughout the book), among many
other that are designed to help understanding overall risks over systems.

Additionally, one might encounter the following ‘notions’ when working in this domain, that
are also interesting to develop a bit further:

2“Time-tested” is an adjective meaning proven to be effective, valid, or useful over a long period of time. It describes
methods, theories, or practices that have stood the test of time, demonstrating their reliability and workability through
long-term use and experience.



System Properties: the system could be described in terms of its functional (about what a
system does or how it performs) and non-functional (on how good, how fast, how secure,
how usable, and so on it behaves when executed), or Non-Functional Properties (NFP) [3]
properties, encompassing the broad term of dependability (listing in no particular order).

— Confidentiality (C): the absence of unauthorised disclosure of information.

— Integrity (I): absence of improper system alterations.

— Availability (A): readiness for correct service.

— Reliability: continuity of correct service.

— Privacy: it is about the individual’s right to control the extent and manner in which
their personal information is shared across organisations and other stakeholders in-
volved.

— Authenticity: integrity of a message content and origin, and possibly of some other
information, such as the time of emission.

— Accountability: availability and integrity of the identity of the person who performed
an operation.

— Safety: absence of catastrophic consequences on the user(s) and the environment.

— Maintainability: ability to undergo modifications and repairs.

— Resilience: the ability of a system to retain operation under duress.

— Non-Repudiation: availability and integrity of uniquely identifying the sender of a
message (non-repudiation of the origin), or of the receiver (non-repudiation of re-
ception).

Trustworthiness: according to NIST SP 800-12 Rev.1 [4], it is “computer hardware, soft-
ware and procedures that: 1) are reasonably secure from intrusion and misuse; 2) provide a
reasonable level of availability, reliability, and correct operation; 3) are reasonably suited to
performing their intended functions; and 4) adhere to generally accepted security procedures.”

Security is known to be a difficult problem, given the following six issues commented by Xu
et al. (2021) [5] (cited here ipsis litteris, emphasis given by this book’s author):

(1)

The scale of cyberspace’, where billions of devices are interconnected and must be con-
sidered holistically;

The complexity of cyberspace in terms of the interdependence and interactions among
its cyber-physical-human components;

The adversarial intelligence that attackers possess as skilled human beings which is on
par with defenders;

The asymmetry between attackers who only need to identify and exploit a single vulner-
ability, and defenders who must seek to prevent or block each and every vulnerability;
The difficulty in quantifying cybersecurity from a whole system (rather than building-
blocks) perspective;

The multidisciplinary nature of cybersecurity, technologically speaking, and espe-
cially the involvement of human beings as users, attackers, and defenders.

3 According to NIST on-line glossary (https://csrc.nist.gov/glossary/term/cyberspace) that mentions
NIST 800-30 Rev.1 [6], cyberspace is “a global domain within the information environment consisting of the interdepen-
dent network of information systems infrastructures including the Internet, telecommunications networks, computer
systems, and embedded processors and controllers.”.
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Users sometimes expect security to be seamlessly present in systems. It is thus the job of
people working on developing and generally working with system to actually go over and embed
it throughout the solution facing end-users.

Finally, within our community’s parlour/jargon, we often hear buzz words such as:

« Security Theatre: to give the impression of being concerned about cybersecurity, with-
out actually establishing controls or investing in system protections, also known as the
‘illusion of cybersecurity’.

« Security Posture: generally termed as an organisation’s cybersecurity readiness to pre-
vent, detect, respond, and recover from any cyber threats.

« Other words suitable for playing “corporate security bingo”: let’s go with ‘security aware-
ness’, ‘shift-left’, ‘kill chain’, ‘zero trust’, ‘zero-day’ (or 0-day), ‘APTs’, ‘Al security’, ‘holis-
tic approach to cyber’, ‘paradigm shifting’, and ‘Digital Transformation’ (there are many
more, but we should stop now).

Stakeholders want systems that are resilient, trustworthy, ‘fit for purpose’, ready (ie, hard-
ened) for market, and equipped with guarantees and protections that prevents any malicious
incursions from happening. Under this “sea of definitions and concepts” it is imperative to effec-
tively focus on model-based approaches that selects fundamental aspects to establish a sensible
perimeter to defend. We, as a thriving cybersecurity community, should also be interested in
learning and adapting defences proactively, proposing automated and high-coverage and com-
prehensive means of secure testing systems, and overall hardening CAV-based ecosystems (in
terms of software).

Motivation

The vision for the future of mobility is where cars are safely deployed into roads, enacting con-
gestion algorithms that balance the load over trajectories, and that pollute less and service society
by ensuring protections (over the board, ie, data, etc) to passengers, drivers, and stakeholders.
These ideas are in line with societal benefits in terms of safer vehicles (reducing crashes, increas-
ing mobility, etc), boosting road-users productivity (more time to pursue other relevant goals),
lower fuel consumption, and sustainability, to cite a few.

Upstream’s* 2025 Global Automotive and Smart Mobility Cybersecurity Report mentions
that frequency of cyber-attacks rose 225% from 2018 to 2021, where about 92% happened re-
motely. About 60% of all incidents in 2024 had high or massive-scale impact. Additionally, the
report highlighted attacks on the order of 38% that focused on data/privacy breaches, 27% on car
theft/break-ins, and 20% on vehicular control systems. Keyless and key fob attacks happened on
50% of all vehicle thefts and 40% targeted back-end servers.

There is a sense in the community that cyber-attacks are increasing in sophistication, de-
manding equally increase in cybersecurity awareness and advanced ways of tackling surround-
ing issues altogether. Threat actors with advanced knowledge of systems and networks are con-

4Link: https://upstream.auto/reports/global-automotive-cybersecurity-report/, accessed on
Sep/2025.
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ducting malicious incursions at scale, damaging the infrastructure, and affecting trust in CAVs.
In terms of actual attacks, we list some examples of malicious activities next:

« Ransomware Attacks.

« Remote Hijacking and Keyless Theft.

« Cloud and back-end API Attacks.

« Electrical Vehicle (EV) Charging Infrastructure Threats.

« Artificial Intelligence (AI) and Sensor Manipulation.

« Data Breaches and Supply Chain Exploits.

« Wireless updates via Over-the-Air (OTA) or physically in On-Board Diagnostics (OBD).
« Large-Scale Fleet Attacks.

These incursions, compounded with advanced phishing and social engineering practices that
targets employees in attempts to steal credentials, access vehicle management systems, use in-
sider information to promote attacks ‘from within’, and data exfiltration, to name a few, are
happening at a frightening scale. More recently, we learned that adversaries can leverage Arti-
ficial Intelligence (AI) and promote API-driven botnet attacks on mobility apps and connected
vehicle services, or perform zero-day exploits of onboard ECUs and safety systems. Unless ev-
eryone involved in cybersecurity seriously tackled the underlying problems (as the adage goes,
“security is everyone’s problem”), criminal activity will dominate this space, and society must
prevent it from happening.

It is the objective of security experts and surrounding professions with an invested interest
in cybersecurity to protect systems (broadly speaking) against threats. This book is about mod-
elling potential threats that might arise in CAV contexts and how to enable teams’ preparedness
efforts to thwart, stymie, and mitigate cyber-attacks.

The CAV market has not yet realised its full potential, and the number of attacks is already
unprecedented. One question that often surfaces by stakeholders in automotive circles is “What
are the requirements for achieving either UNECE R155/R156 or ISO/SAE 21434 compliance?”
The answer is multi-faceted, however, it could be summed up in having a good vulnerability
management capability within the organisation. Vulnerabilities are introduced as early as
the design phase of products, and one could readily employ Threat Modelling equally early to
prevent defects from reaching end-customers, saving money and time.

Intended audience

Imagine for a moment that you are a security engineer working for an automotive OEM, and
you have been tasked with performing threat modelling for a new CAV product that is about to
be released into the market. Or, perhaps, you are a cybersecurity student looking to specialise in
automotive security, and you want to understand how threat modelling applies to CAVs. Even
more, you might be a researcher aiming to explore new methodologies for threat modelling in
the context of connected and autonomous vehicles.

Within these roles, you might be wondering where to start, what methodologies to use,
standards, and how to ensure that a set of threat models is comprehensive and effective. This
book is designed to guide you through the process of threat modelling specifically for CAVs,
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providing you with practical insights, methodologies, and examples to help you succeed in your
career.

Whether you are a security professional, a researcher, a student, or anyone interested in the
field of automotive cybersecurity, this book aims to equip you with the knowledge and tools nec-
essary to navigate the complex landscape of threat modelling for CAVs. By the end of this book,
you will have a good understanding of the principles and practices of threat modelling in the con-
text of CAVs, enabling you to contribute effectively to the security of these systems/sub-systems.

Enjoy!



Chapter 1

Foundations and frameworks

We establish the context by tackling cybersecurity underpinnings first, followed by addressing
threat modelling in CAV.
Let’s pose a few questions to drive our thinking next:

« Whenever a car operates oddly or some component malfunctions, does that configures
an unremarkable event or something more serious, like the first step of a sophisticated
cyber-attack?

« Are anomalies in logging, tracking, or data transfers something usual or advanced mali-
cious data exfiltration?

These questions concern cybersecurity, privacy, and trust. First, let’s understand how attacks
take place in vehicular settings, so we map the attack surface (and assets) that needs protecting.

1.1 Usual attacks vectors in CAV

Security is about protecting systems against damage, data tampering or theft, improper use, or
unauthorised access, to name a few. It is about understanding how to increase trust and how
malicious actors inflict damage in terms of Confidentiality, Integrity, or Availability known in
the field as “The CIA triad”. As previously mentioned, other concerns were ‘added’ to this mix,
namely Accountability, Authentication, and Non-Repudiation, however, one can derive it out of
CIA - those being canonical concerns effectively.

Before we proceed mapping the attack surface of CAVs, we discuss a brief timeline with ex-
amples of cyber-attacks on vehicles. The rate of malicious incursions jumped off the chart as
cars became more electronic and digitised throughout the years. Manufacturers started deploy-
ing products with thousands of E/E components and sub-components, in a mix of software and
hardware-based controls.

The idea was that modern transportation mandate advanced features for remote management
capabilities, fast-paced communication among heterogeneous fleets, and autonomy, to name a
few advances. At the same time of these developments that made cars become smarter, the pace
of cyber-attacks has grown accordingly. It is not the objective here to describe cyber-attacks in
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detail, as there is a host of literature on the topic [7, 8]. The focus here is to understand how
to prevent and anticipate cyber-attacks with modelling approaches (namely TM), prioritising
incursions with significant repercussion to customers and OEMs. We present next in Table 1.1 a
non-exhaustive list of major incidents over the past 10 years.

Table 1.1: Timeline of notable cyber-attacks against CAV and their impact on consumers.

Date ‘ Incident/Target ‘ Attack Type/Vector ‘ Consumer Impact
Jeep Cherokee (Fiat Remote exploit via Hackers remotely controlled steering,
Chrysler) infotainment braking, acceleration. Fiat Chrysler
July 2015 recalled 1.4 million vehicles. System
firmware was updated for consumer
safety.
Multiple brands Replay attack on Attackers unlocked cars using intercepted
March 2016 | (Audi, BMW, Ford, keyless entry fob signals. 24 brands affected. Enabled
Toyota, etc.) vehicle theft; led to improved encryption.
Tesla Model S Remote malware Researchers gained remote control over
braking, side mirrors, and locks. Led to
2017 . .
over-the-air software patches, increased
consumer scrutiny.
BMW (14 Local and remote Vulnerabilities affected telematics units
2018-2021 vulnerabilities found) | exploits and gateways. BMW issued urgent
security updates to consumers,
preventing remote takeover.
100+ incidents - Ransomware, data Disrupted automotive and smart mobility
Global CAV breaches services, including some EV charging
2023-2024 ecosystem netwo.rks. Cons.umers fac.ed disruptions
to vehicle functions, services, and fear
about data exposure. Auto recalls and
regulatory changes ensued.
Waymo self-driving Partial system Vehicle crashed into utility pole; All 672
taxi, Phoenix/US failure vehicles recalled for urgent fixes. Public
June 2024 .
trust and confidence in autonomous
vehicles affected.
Ford BlueCruise System misuse, not a | Two major fatal crashes while hands-free
targeted hack mode enabled; raised concerns about
2024 . s
attempt misuse and ability to handle edge cases

and potential malicious triggers.

It is not enough to make individual components secure if the ecosystem is not hardened.
Entry points could virtually be any, from infotainment to more elaborate ECUs or end-user in-

terfaces.

We present a list of key ECUs [7] by level of importance in descending order:

NS IETNEE IR U

. Navigation Control Module (NCM).

. Engine Control Module (ECM).

. Electronic Brake Control Module (EBCM).
Transmission Control Module (TCM).

. Telematics module with remote commanding.
. Body Control Module (BCM).
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. Inflatable Restraint Module (IRM).

. Vehicle Vision System (VVS).

. Remote door lock receiver.

10. Heating, Ventilation, and Air Conditioning (HVAC).
11. Instrument panel module.

12. Radio and entertainment centre.

O 0 3

1.2 Overview of the attack surface of CAVs

Figure 1.1 shows a reduced representation of the potential attack surface of CAVs with various
interaction models (V2X) and stakeholders.

=

ﬁ () OEMs, system
@ H o/ operators,
@ .V’v. 'E Hackers <«»r analysts, etc.
aa

stakeholders

P
Vehicle-to-Everything (V2X)

Data & Privacy

Infrastructure Communjcation ‘_ :

Vehicle-to-Pedestrian (V2P)

o 1
[ Sensors and } [In-Vehche Networks} [ Communication } [Charglng and Gnd} Vehicle-to-Infrastructure (V2I)

Perception and Controllers Channels Integration

[ Supply Chain } [ Cloud and Edge L{Mobile Devices and} {Road Infrastructure} 7 Vehicle-to-Vehicle (V2V)

L\ Jntegration Systems App Integration Interaction Vehicle-to-Network (V2N)
Vehicular systems Identity & Access Algorithmic = .
manipulation (J Vehicle-to-Cloud (V2C)
o { . E \_ Vehicle-to-Home (V2H)

Figure 1.1: Depiction of a reduced attack surface of CAVs.

The figure also shows some dubbed “interaction models” of CAVs with the world:

+ Vehicle-to-Everything (V2X)

— Vehicle-to-Vehicle (V2V)

— Vehicle-to-Infrastructure (V2I)
- Vehicle-to-Pedestrian (V2P)
- Vehicle-to-Network (V2N)

- Vehicle-to-Cloud (V2C)

- Vehicle-to-Device (V2D)

— Vehicle-to-Grid (V2G)

— Vehicle-to-Home (V2H)

- Vehicle-to-Building (V2B)

— Vehicle-to-Motorcycle (V2ZM)
- Vehicle-to-Farm (V2F)

Unless it is relevant to the discussion, from now on we shall use only V2X to refer to any
vehicle interactions required to explain concepts altogether.
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Before we dwell on the cybersecurity problem, there are a few things we must consider, listed
next:

« Massive and dynamic attack surface: a ‘normal’ CAV has multiple systems, some re-
searchers estimate 100 million lines of code for all ECUs, which is much larger than MS-
Windows code, totalling about 40 million lines of code!l.

« Malicious incursions: there is a need to secure vehicles in terms of their cyber and
physical domains, as they sit on customers/maintenance/elsewhere sites, being a ‘security
testing’ venue for attempting to break or sometimes even incompetent use of technologies.

— As an example, a lot of attacks focus on the Controller Area Network (CAN) bus in
modern vehicles. Some adversaries find intricate ways of injecting malicious pack-
ets into the bus, thus influencing the car’s behaviour and responses towards criminal
aims. One example is known as Message Injection Attacks where threat actors lever-
age susceptible (without built-in encryption or authentication mechanisms) CAN
buses to exploit vehicular systems and sub-systems, or perform ‘Lateral Movement'2.

« Compliance to standards: there is a plethora of regulations to adhere to in the vehicular
domain (more to follow).

« Intricate software ecosystems: on cars, OEMs have ECUs operating jointly, ie, in Cou-
pled ECU mode, which creates dependence on modules.

— Software outsourcing of solutions compounds this problem even further, as multiple
vendors, and multiple software teams tend to use different software versions, etc.

— Vulnerabilities surface on specific software versions, and keeping track of everything
is time-consuming. There are automated tools to keep tracking of these versions
between deployments, for instance, Software Composition Analysis (SCA) tools that
are currently used in DevOps practices.

— Whenever patching systems gets required/mandated, these versions might influence
each other, bringing forth other vulnerabilities.

« Numerous stakeholders: security issues affect OEMs, managers, risk and safety ana-
lysts, threat modellers, developers, testers (quality assurance), and stakeholders sharing
roads and walkways, eg, pedestrians, road drivers, and so on.

Tackling cybersecurity is about convenience between manufacturers and end-users; in the
one hand, it must be trustworthy, safe, and also reliable and on the other hand, end-users are to
be the least annoyed as possible to fulfil basic requirements. Unless physical problems surface,
remote management and OTA updates should handle important maintenance seamlessly. Unre-
sponsive, rogue, and uncontrolled vehicles would be unsatisfactory properties to have, especially
if caused by weak cybersecurity posture and ineffective controls.

Ideally, vehicles should return to basic operation (ie, disconnect it altogether) at the minimum
confirmed evidence of wrongdoing, following the idea of a “circuit breaker” for cars. In reality,
however, given the prevalence of interdependence, such a feature would be difficult to code.

ILines of code is an inadequate metric in software, however, it gives a good indication of the sheer size of the problem.
This concept is further expanded in the chapter that discusses threat intelligence.
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1.3

CAV-specific cybersecurity

Given that CAV ecosystem is increasingly based on software, techniques for securing software,
generally speaking, are to be embed in solutions. Next, a list of stress points in tackling vehicular
security [9]:

Steep time-to-market deadlines: This rushes deployment of incomplete/untested prod-
ucts to end-customers.

Lack of testing and Quality Assurance (QA): Increased adoption of “let’s do security
now” mindset, often right before deployment, without it being a concern since the design
phase of features. No systematic effort to tackle product quality not only in the OEM’s
codebase but throughout the software ecosystem including external libraries and Appli-
cation Programming Interface (API).

Need of (near) real-time decision making: As sensors collect data, internal systems
and sub-systems in vehicles must make decisions to consistently act in a safe and secure
manner, protecting road-users, pedestrians, and the infrastructure. Adversaries may at-
tempt to trick cameras or influence sensors in ways that they start operating wrong or
yielding improper actions given the (erroneous) data they were fed.

Extended connectivity: CAVs are notoriously highly interconnected (as a feature), de-
manding to interact with the infrastructure, other vehicles, and so on, constantly. Despite
being a strength, it increases the attack surface, and may lead to faulty operational statuses,
when cybersecurity gets neglected.

Data and privacy: internal car sensors and systems/sub-systems generate massive data
that could be exfiltrated by malicious third-parties.

Plethora of systems and sub-systems: These Hardware & Software (HW/SW) elements
operate interdependently, ie, they depend on different systems to enable the whole vehi-
cle’s features. Systems operating wrongly (due to many reasons, from hardware faults to
malicious interventions) reduce trust and may even be unsafe for end-users, or cause data
leaks (impacting privacy), and so on.

Modern techniques help stakeholders creating (cyber)secure and safe vehicular solutions, eg:

Shifting-left: The idea is to think about security since the design of a feature.

Early TM: Analysing threats since early designs are proven to add value to projects, as
teams fix issues quickly before it gets compounded and more difficult to discover/patch.
Use of secure Continuous Integration/Continuous Delivery-Deployment (CI/CD):
Appending security tools and automated testing in the pipeline before the deployment of
features to end-users.

Track full data life-cycles: Observing how data traverse systems is fundamental for TM,
as some models try to understand the modifications applied to data to determine whether
or not a cyber-attack took place or if any system is operating anomalously. Currently, there
are some initiative considering what was dubbed ‘observability’, ie, a way of continuous
monitoring systems to understand behaviours.

Use of simulated environments to test ideas: The objective is to use Software Defined
Vehicles (SDV) application suits to virtually deploy software and inspect behaviour before
it goes to operational settings.

These measures and countermeasures, however, stretch resources to their limit.
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1.4 Threat Modelling Fundamentals

TM is nowadays a loaded term (unfortunately) that gets confused with different notions. For ex-
ample, Shostack (2014) [10] considers it an umbrella term with multiple associations, suggesting
that it is “the key to a focused defense”. Authors Uzunov and Fernandez (2014) [11], state that TM
is “a process that can be used to analyze potential attacks or threats, and can also be supported by
threat libraries or attack taxonomies”. Focusing on software development, Tarandach and Coles
(2020) [12] consider TM to be “the process of analyzing a system to look for weaknesses that come
from less-desirable design choices”. The Open Worldwide Application Security Project (OWASP)
on its page about TM3 comments that it “works to identify, communicate, and understand threats
and mitigations within the context of protecting something of value”.

The Threat Modeling Manifesto? suggests that any TM process should answer the following
four questions:

1. What are we working on?

2. What can go wrong?

3. What are we going to do about it?
4. Did we do a good enough job?

Mind that the same questions are readily applicable for analysing any risk to any system.

Also, bear to the fact that no system will be 100% immune to attacks after strictly following
all major guidelines, recommendations, and regulations. They will most likely be deployed with
vulnerabilities and exploit opportunities for adversaries to poke around and find security gaps
in the perimeter. The only sure-proof system 100% secure that exists is one that is isolated,
operating without any dependence, closed, and without external access (it may still be prone
to hardware faults). As far as the stakeholders are concerned, they did the best possible job to
secure and harden the system against malicious incursions.

What is the difference between ‘threats’ and ‘risks’? (let’s not even mention ‘hazard’, for the
sake of clarity). Answering that demands considering this scenario: ‘T am walking on a dense
forest alone”

« Threat: I wonder that I might spot an aggressive grizzly bear (ie, a source of potential
harm).

« Risk: I ponder over the uncertainty whether or not I might get bitten by a grizzly bear,
the likelihood, impact, and severity for me (‘are there even bears here?’, going to hospital,
loose a leg, involved costs).

This example in particular does highlight the fact that an ‘agent’ (a threat actor) cause ‘some-
thing’ to ‘someone’. And that is not always the case as, for example, a threat might be ‘rain’,
which may affect the interaction altogether. Additionally, another threat might be the fact that
one might get lost in the forest (no sun, no compass), accidents throughout the route (break an
ankle), becoming ill (by eating a poisoned root), trees falling along the path, and so on.

According to Tarandach and Coles [12], TM means to ‘look for weaknesses” in interacting
assets. For the authors, central is the notion of interacting components, actors, and potential

3Link: https://owasp.org/www-community/Threat_Modeling.
4Link: https://www.threatmodelingmanifesto.org/.
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weaknesses. Then, for the previous example, the (threat) actor is the grizzly bear, the interacting
components are us two, and the weakness is my lack of preparedness to stay alive.

For Shostack, “A threat is a possible future problem; a risk is a quantified threat. That quan-
tification often applies to likelihood or impact.”® For the author, TM is about tackling easily ad-
dressable things in systems, from a technical standpoint, and use RM for trickier situations that
arise.

Effectively, those are broad (risk-inspired) security requirements to establish protections of
systems (generally) to a host of stakeholders. More specifically, TM is one of many Risk Assess-
ment (RA) techniques belonging to an overall Risk Management (RM) capability.

1.4.1 RM and RA approaches

RM is a broad activity in organisations that involves governance, leadership, commitment, and
improvement, ie, those elements forming many managerial aspects for tackling risks. There are
several methodologies for managing risk, for example ISO 31000:2018 [13], OCTAVE [14], NIST
800.30r1 and Factor Analysis of Information Risk (FAIR) that tackles quantitative information
risk management (broadly used by industry®), to mention a few.

ISO 31000:2018 defines risk as the effect (ie, deviation from expected) of uncertainty on ob-
jectives. It develops more concepts around three pillars, namely: 1. Framework (governance,
leadership, commitment, improvement); 2. Principles (value creation & protection); and 3. Pro-
cess (context, risk communication, risk assessment - risk identification, analysis, evaluation -
risk treatment, and reporting/monitoring risk continuously. The document also defines other
risk-related concepts such as risk sources, events, consequences, likelihood, impact, and con-
trols.

RA is a task within a broader RM effort [15, 16, 17]. Across different approaches [18], it entails
three phases: 1. Risk Identification; 2. Risk Analysis; and 3. Risk Evaluation. As mentioned, TM
is a RA technique used to tackle risk in projects, being more direct and usually operating within
teams developing solutions.

1.4.2 A gentle introduction to TM mechanisms

In terms of TM approaches and methodologies we mention Spoofing, Tampering, Repudiation,
Information disclosure, Denial of service, Elevation of privilege (STRIDE) [10], Process for Attack
Simulation and Threat Analysis (PASTA) [19], Linking, Identifying, Non-repudiation, Detecting,
Data Disclosure, Unawareness, and Non-compliance (LINDDUN) [20], Attack Tree (AT) [21, 22]
or Attack Graph (AG) [23, 24], Persona non Grata, Security Cards, Hybrid TM Method (hTMM),
Damage, Reproducibility, Exploitability, Affected users, Discoverability (DREAD), Quantitative
TMM, TRIKE, Visual, Agile, and Simple Threat (VAST), INCLUDES NO DIRT?, Security and Pri-
vacy Architecture Through Risk-Driven Threat Assessment (SPARTA), and CORAS [25]. These
techniques were better explored by Xiong et al. (2019) [26] and also in Tarandach and Coles
(2020) [12]. It is out of the scope of this book to detail any of those particular methods.

SLink: https://shostack.org/blog/risk-management-and-threat-modeling/.

Visit https://www.fairinstitute.org/ for more information.

7Full acronym is: Identifiability, Non-Repudiation, Clinical Error, Linkability, Unlicensed Activity, Denial Of Service,
Elevation of Privilege, Spoofing, Non-Compliant to Policy or Obligations, Overuse, Data Error, Information Disclosure,
Repudiation, Tampering.
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In this book, we shall comment on the ones that are the simplest approaches and have the
most impact in vehicular research, namely Data Flow Diagram (DFD), STRIDE, and AT/AG:

« DFD: It employs the “follow the data” mindset, tracking how it traverses through com-
ponents. Some TM techniques adopt this visual notation to describe threats, eg, STRIDE,
TRIKE, and PASTA.

« STRIDE: Used to represent the most likely aspects and preoccupations of cybersecurity
to observe when designing and coding systems. For each aspect, it maps a CIA related
concern.

« AT: Useful for understanding major risk areas to focus attention, and also on communicat-
ing risk to multiple background stakeholders. It provides a hierarchical view of most-likely
attacks and depicts tasks that attacks must accomplish for abusing systems.

« AG: similar to AT, only that it allows transitions within states freely, which sometimes is
useful to represent connectivity or dependence in real world settings.

As mentioned, tackling cybersecurity entails addressing CIA concerns, which are encapsu-
lated by the methods just mentioned.

Table 1.2: Comparison of major RM|RA|TM frameworks.

. Key Features, Strengths,
Type | Framework Focus/Approach Typical Use Weaknesses
Threat categories (DFDs) | Software, IT Six threat types, DFD-driven.
™ STRIDE systems Simple .and comprehensive, easy
for beginners. May lack nuanced
risk prioritization.
Risk/business-centric Large, Seven-step, simulation-based,
RA PASTA complex risk-aligned. Very thorough.
organizations | Complex and time-intensive.
Privacy-focused (DFDs) | Privacy- Privacy threat mapping and
™ LINDDUN critical sy§tematic analysis. Effective for
systems privacy, but broader threats are
less covered.
Asset/risk-based Organizational| High-level risk analysis, good for
RM OCTAVE IT management. Limited technical
depth.
Quantitative risk scoring | Supplemental, | Five-factor risk scoring for
RA DREAD combined prior'itization, Ef.fect?ve for
usage ranking, but subjective and less
commonly used alone today.
Scalable, DevOps-ready | Large Supports automation and
enterprises process-driven analysis, scalable
RA VAST for enterprise/DevOps. Limited
documentation/adoption.
Large industrial support | Medium- Quantitative approach for
RA FAIR Large . handli?g risk. Allow to rank risks,
enterprises analysing occurrence frequency
and impact.

Type: Risk Management (RM), Risk Assessment (RA), or Threat Modelling (TM).
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1.5 Regulatory Landscape and Standards

Previous research outcome [27] discussed standards and approaches for cybersecurity, safety,
and privacy issues in CAV.

We highlight the final draft of ISO/SAE 21434:2021 [2, 28] focused on cybersecurity for the
automotive industry that replaced SAE J3061 [29, 30]. In 2021, two United Nations (UN) reg-
ulations about vehicle cybersecurity (UNECE WP.29/R155) [31] and software updates (UNECE
WP.29/R156) [32] provided binding regulations for CAVs. They require type approval and do-
cument lifecycle security management principles to guide OEMs and mandates Automotive
Cybersecurity Management System (CSMS) to be operational for vehicular deployment in roads.
Also important was the publication of ISO 21448:2022 [33] on safety of road vehicles to ensure
the Safety of the Intended Functionality (SOTIF).

The foundation of ISO/SAE 21434:2021 concerns the coupling of CSMS with Threat Analysis
and Risk Assessment (TARA) as threat analysis (broadly speaking) mechanism to help teams.
The standard offers a systematic, risk-based approach for defining organisational processes, re-
sponsibilities, and governance structures to treat risks associated with cyber threats throughout
a vehicle’s lifecycle.

On the one hand, CSMS operates at organisational and product levels and it promotes embed-
ding cybersecurity principles across the board, from executive management commitment down
to individual component design. The framework encompasses the following critical items:

« Executive management leadership and commitment to the effort of engineering cyberse-
curity in measure with expectations.

« Standardised roles and responsibilities with special attention to cybersecurity and privacy
across the supply chain.

« Adoption of industry-wide terminology for cybersecurity processes.

« Promote good practices for continuous monitoring and incident response capabilities.

« Documentation and traceability requirements.

On the other hand, TARA appends analytical concerns for teams in terms of tackling TM. It
provides a structured methodology for identifying, analysing, and mitigating cybersecurity risks.
This process involves the following nine steps that enable car manufacturers to systematically
evaluate potential threats and implement reasonable countermeasures:

The objectives of Clause 15 in ISO/SAE 21434:2021 are to (copied verbatim from the source):

a) identify assets, their cybersecurity properties and their damage scenarios;
b) identify threat scenarios;

c) determine the impact rating of damage scenarios;

d) identify the attack paths that realize threat scenarios;

e) determine the ease with which attack paths can be exploited;

f) determine the risk values of threat scenarios;

g) select appropriate risk treatment options for threat scenarios.

In this book, we will detail the TARA approach in CAV context, and explain how teams are
supposed to adopt the approach for increased value and cybersecurity protections.
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Chapter 2

Key RA methodologies for CAVs

Why? Because systems are prone to vulnerabilities, regardless the amount of testing performed
by QA teams. They invariably present defects and it the job of risk analysts and threat modellers
to identify and mitigate these shortcomings before they reach end-users. There is a need for a
systematic approach when handling these issues, and this chapter will focus on key methodolo-
gies directly applicable to CAV contexts.

2.1 Risk Assessment Methodologies & Techniques

Risk Assessment (RA) operates within a broader Risk Management (RM) methodology, which is
broader in scope, and tackles other risk-related domains that organisations must address. It is out
of the scope of this book to detail existing RM methodologies, the focus here is directly on RA and
its repercussions in CAV’s threat modelling concerns. As mentioned, interested readers should
find extensive literature on this topic, for example, OCTAVE (and variants), ISO31000:2018 and
ISO31010:2019 (this one about RA techniques), NIST RMF, or FAIR, to cite a few.

Figure 2.1 shows a comparison between ISO 31000:2018 and ISO/SAE 21434:2021. There is a
clear overlap among tasks in both standards. Perhaps one major difference is that ISO 31000:2018
is a generic document applicable to any risk (or to any uncertainty) arising in any systems
whereas ISO/SAE 21434:2021 (describing TARA) is focused on assets, threats, attacks, impact,
and treatment that are specific to CAVs. The figure shows how ISO/SAE 21434:2021 break down
tasks on what is basically the “Risk Assessment” as described in ISO 31000:2018 plus the “Risk
Treatment” task that is common to both approaches.

The most important phases for tackling uncertainty (ie, cybersecurity protections) are the
combined effort of Risk Assessment with Threat Modelling:

« Risk Identification: Employ techniques for eliciting risk views such as brainstorming,
Delphi technique, interviews, surveys.

— Asset identification (Clause 15.3): Focus on information assets, physical assets, hu-
man assets, and intangible assets. Work towards awareness and stakeholder engage-
ment or performing physical audits and inspections, automated discovery tools (net-
works and connectivity, and intra-system as well).
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Figure 2.1: Aggregating notions between ISO 31000:2018 and ISO/SAE 21434:2021.

— Vulnerability analysis (Clause 8.5) and management (Clause 8.6): Identify weak-
nesses in systems/sub-systems.
— Identify major threats and threat actors (some call this “Threat Scenarios’).

« Risk Analysis (Clause 15):

— Attack path analysis (Clause 15.6) and likelihood/impact estimation (Clause 15.7): use
of scoring metrics such as Common Vulnerability Scoring System (CVSS), or attack
vector-based approaches.

« Risk Evaluation:

— Risk treatment (Clause 15.7): There is a host of actions to take, for example, avoid,
share, retain, remove risk sources, change likelihood, change consequences.

ISO/SAE 21434:2021 goes a bit further on suggesting the use of the V-model, depicted as an
excerpt in Figure 2.2, showing the processes of ‘designing items’, ‘product development’, and
how it interacts with validation tasks. It stresses the importance of designing ‘items’ and con-
sidering ‘validation’ at the same level. In Clause 10 it suggests: i) definition of cybersecurity
specifications; ii) verification of cybersecurity specification across architectural levels; iii) iden-
tify weaknesses in components; and iv) provide evidence that the results of the implementation
and integration of components conform to the cybersecurity specifications.
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In terms of verification, it lists two ways for performing this task:

1. It could include review, analysis, simulation, and/or prototyping.
2. Additionally, it could employ requirements-based test, interface test, resource usage eva-
luation, verification of the control flow and data flow, static and/or dynamic analysis.

For the process of validation, it recommends: i) functional testing, ii) vulnerability scanning,
iii) fuzz testing, and/or iv) penetration testing.

left side of V-model right side of V-model
T, T T T T T T T T T T T T T T T T T T T T, I
I I
: Clause 9 Clause 11 :
| Concept Cybersecurity validation |
| (item) (item) I
| I I
[PPSR | — | — —— U U PGS I PG I I I I I I — — — — — U 1
Clause 10 Product development
10.4.1 Design B | 10.4.2 Integration and verification
(components) N o (components)
10.4.1 Design | 10.4.2 Integration and verification
(sub-components) C (sub-components)

Figure 2.2: V-model and selected clauses in ISO/SAE 21434:2021.

In retrospect, CAV product development (software items), in terms of quality assurance and
reducing defects reaching end-customers, is not that different from ‘normal’ software devel-
opment. Both activities require specifications and verification/validation tasks to ensure that
products meet objectives.

Figure 2.3 depicts the ‘classic’ V-Model and contrasts with modern Software Development
Life-Cycle (SDLC) using DevOps (Development + Operations) embed with security tasks. The
idea of the latter approach is to shorten design from deployment in a continuous approach that
entails planning/design, coding, building solutions, testing, releasing, deploying, operating, and
monitoring. It is highly useful for systems involving software teams as they need to frequent
integrate their code so they have the latest version to work with at (almost) any point. DevOps
makes the V-Model obsolete (it aligns with the equal obsolete Waterfall approach), as it is faster
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and geared towards rapidly fixing software issues as they surface (and before deployment). Ad-
ditionally, DevOps is more flexible and it reacts quickly whenever a vulnerability is found, as
previous (and secure) versions may be rolled back to systems until patches fix the weaknesses.

V-Model DevOps Logging &
Static analysis Auditting
. Th Threat
Regutl;;err_\ents < > AcT(_:er:t_ance RCOf:le modreelﬁ:\g Intelligence
athering ‘esting eview | code D
eploy
System System %
Analysis E— > Testing %, o
3 -]
= g ®
Software Integration =3 \QQ =
Design <;— > Testing m ng g..
' Module Unit /
\  Design < > Testin /' . Compliance i
\ 9 L Unit Test mplian Monitor Detect,
Testing Dynamic Response,
: ; Recover
Coding/Implementation i i
g/lmpl Fuzzing Pentesting analysis

Figure 2.3: V-Model and DevOps comparison of tasks in modern SDLC.

The V-Model belongs to a period where organisations conceived entire products for releas-
ing them to the public whereas modern approaches break down the concept into a system being
composed by features, that eventually gets deployed to end-users. It still considers the SDLC
phases, ie, plan/design, code/build, test, and release/deploy, however, it does that to one or a
set of features. Additionally, after it reaches user-facing environments, it gets tracked, moni-
tored, and it could be decommissioned as analysts, security officers, and quality managers see
fit, depending on performance, security assurances (cyber-attacks, CIA violations), and misbe-
haviours/anomalies get detected.

Notice that DevOps in the figure embeds security related tasks throughout the SDLC. Some
authors call this DevSecOps, however, for the sake of simplicity, we will adopt just DevOps here.
Security is a fundamental requirement to any system facing end-users, ensuring protections are
in place for safeguarding data, privacy, and customers from harm (safety). If teams are conside-
ring the security underpinnings on the feature-level, the idea is that after testing an ensemble of
features within each release, it might help securing the system as a whole, incurring in less de-
velopment time, and producing lower amounts of defects ending in production environments. It
is out of the scope here to discuss DevOps any further, we point the users towards the extensive
literature on the subject, as well as the DevOps Research and Assessment (DORA) metrics (from
Google), to cite a few materials.

2.2 TARA: Threat Analysis and Risk Assessment

Threat Analysis and Risk Assessment (TARA) [2] is a cybersecurity methodology mandated by
the ISO/SAE 21434 standard and UNECE R155 regulation that offers a systematic approach to
risk evaluation focused on identifying, analysing, and mitigating cybersecurity risks in CAVs.
The need for such approach has emerged in recent years as modern vehicles become increasingly
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software-driven and Internet-connected. TARA serves as a foundational mechanism for ensur-
ing acceptable levels of cybersecurity risk throughout vehicle’s lifecycle, from initial design to
decommissioning.

In terms of literature on the subject, Benyahya et al. (2023) [34] investigated about RA for
CAVs by summarising ISO/SAE 21434:2021 main concepts. A recent approach dubbed TARA
2.0 [35] that addresses higher automation requirements for vehicles offers an enhanced frame-
work for addressing cybersecurity, privacy, and expert subjectivity.

InISO/SAE 21434:2021’s Clause 15, TARA follows a structured seven-step methodology given

by Figure 2.4.

Step 1: = -
What? Asset | attack surface Hardware Software
Identification )
. 1. 3 | AT/AG |
Who? s,lf}?rlz;‘ Threats | threat . Threat | STRIDE |
) ! ‘. modelling ¢ Act - PASTA
How? Scenarios e ctors . f
------------------------- \ ___.___................._,_,_______________________.__....._...'__.__..___,_
negligible
Step 3: Safety e I | - Operational major
Impact IRatlngt :{1 impact : moderate
mpac . .o .
P Financial l | Privacy very high/severe
________________________ \._______ e e e mmm - s
. " vulnerabilities p Suggestion:
Paths & Stellg 4: h e AT / AG
How? Attac Pflt "How adversaries realise a
Analysis threat scenario?” Other. Ra
! technique
Step 5: Estimating the | Elapsed time | | Equipment
Likelihood ) AtFack ) likelihood of Specialist ||Knowledge of || Window of
Feasibility Rating attacks expertise theitem ||opportunity

\ A low acceptable, min. action
Risk Step 6: Risk Formula moderate risk, monitor

Deterlrzrljlliation Risk = Impact x Likelihood significant risk, mitigate
immediate treatment
\
Decisions St;iIS’kW Cybersecurity Risk ::>
Treatment goals Treatment

Figure 2.4: Overview of TARA steps (slightly modified/appended).

The idea of TARA’s methodology is to investigate potential venues of vulnerabilities in CAVs,
understanding threat actors, and addressing impact and likelihood to the organisation (as any
RA methodology also does). Expanding on the main concepts of the figure, it describes:
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Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Asset Identification: begins with enumerating all assets and characterising them in
terms of their CIA components. Examples of assets, in this context, are (non-exhaustively):

« Hardware components: ECUs, sensors, actuators, or controllers.

« Software modules: Operating Systems, applications, or firmware.

« Communication interfaces: CAN bus, Ethernet, wireless connections, V2X interfaces.
« Data: User information, vehicle telemetry, or cryptographic keys.

« Functions: Autonomous driving capabilities, braking systems, or steering control.

Threat Scenarios: employing TM, analysts probe most likely cybersecurity threats using
frameworks such as STRIDE, DFD, and so on.

Rating impact: the idea here it to take each scenario and evaluate them in terms of safety
(harm/damage to passengers, drivers), financial (repair or recall costs, lawsuits, reputa-
tional damage), operational (consequences to vehicle usability, loss of control, improper
operation), or privacy (user data exposure or leakage of sensitive information) impact.

Note: Because this task creates a numerical rate for impact, each dimension is typically
rated on a scale such as 1 (negligible), 2 (major), 3 (moderate), and 4 (very high/se-
vere). Higher impacts get prioritised.

Attack path analysis: it involves a detailed analysis of the sequences of actions that
threat actors require to realise a threat scenario. Analysts could employ Attack Tree or
Attack Graph to accomplish this task. It identifies tasks leading to the root causes of attacks
over assets. It helps communicating the ways adversaries may exploit vulnerabilities and
how dependent is the system behaving between attack steps.

Attack Feasibility Rating: This task assesses how likely it would be for attackers to
successfully exploit identified threats. Five attributes are then evaluated (next it shows an
example of scales that could be used, suitable ranges should be adapted by experts):

« Elapsed Time: Duration required to complete the attack (<1 day, <1 week, <1

month, <6 months, >6 months).

Specialist Expertise: Required attacker knowledge and skills (layman, proficient, ex-

pert, multiple experts).

« Knowledge of the Item: Understanding of the target system required (public, re-
stricted, confidential, strictly confidential).

« Window of Opportunity: Time and access availability to execute the attack (unlim-
ited, easy, moderate, difficult/none).

« Equipment: Tools and resources needed (standard to specialised/bespoke).

Risk Determination: It suggests employing fundamental risk formulas (more formulas
were discussed in Gritzalis et al. (2018) [18]) given by Risk = Impact X Likelihood.
Results are then mapped onto a risk matrix (commonly 5 X 5) that categorises risks as:

« Low: Acceptable risks requiring minimal action.

« Medium: Moderate risks requiring monitoring.

« High: Significant risks requiring mitigation.

« Extreme/Critical: Unacceptable risks requiring immediate treatment.

Risk Treatment and Cybersecurity goals: Organisations align their goals with identi-
fied (and quantified) risks, determining proper risk treatment strategies ranging from:
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« Risk Reduction: Implementing security controls and countermeasures.
« Risk Avoidance: Redesigning systems to eliminate threats.

« Risk Transfer: Sharing risk through insurance or third parties.

« Risk Acceptance: Formally accepting residual risks with justification.

Cybersecurity goals are carefully considered within the approach where specific security
requirements guide system design, development, and testing. It is sensible to document these
requirements and allocate appropriate resources for handling specific components deemed non-
secure or unsafe, hardening systems throughout the development lifecycle.

We next list some of the difficulties of the ISO/SAE 21434:2021 approach:

« Prioritisation: the massive attack surface of vehicles (about 1,000-3,000 microchips and
up to 150 ECUs operated by up to 150 million lines of code) makes difficult to cover a wide
range of attacks over a multitude of possibilities.

+ Interpretation: The standard allows different teams to make different interpretations to
the same items, adding to compliance issues and ambiguity.

« Weak integration: It covers and focuses on vehicles, however, it misses out other in-
teracting elements in the infrastructure such as buildings, signs, smart components, user
devices, and so on.

« Actual path analysis: Uncovering the progression of attacks is tricky as threat actors
may have effaced their presence by tampering logs or destroying evidence of their actions.
Additionally, they may have acted on someone else’s behalf by stealing their identity.

+ Quantification: The standard requires the assigning of numerical scales for impact (Step 3
- Rating Impact) and severity, attack feasibility (Step 5), and risk calculation using formulas
(Step 6). If analysts employ inadequate ranges it might affect treatment and mitigation
efforts.

« Over-simplicity of risk formula: For determining risk (Step 6) the formula only con-
siders impact and likelihood. There are more nuanced formulas [18] that employ other
dimensions such as cost, average loss, and distinguishes assets altogether (‘normal’, ‘criti-
cal’, and so on).

- Extensive documentation: the published document has 88 pages with addenda. It is
quite fragmented in its clauses, pinpointing activities that requires interpretation and do-
main expertise to add value to teams.

« Standardisation: It would be beneficial to have the two ISO documents integrated (ISO
31000:2018 and ISO/SAE 21434:2021), ie, where analysts might see how risk gets converged
on the approaches. Additionally, the purchase costs for the standards could deter organi-
sations from adopting them.

As mentioned, securing systems is a complex task that involves multiple teams operating at
different production levels (hardware and software, electronic components, threat modellers, se-
curity officers and teams working in implementation/testing, and so on). The recommendations
and guidance are useful for stakeholders to focus efforts and resources towards cybersecurity
across OEMs. Next, we direct attention to STRIDE as a valuable TM technique.
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2.3 STRIDE Framework for Automotive Systems

This framework is a TM approach that guides analysts/managers/security officers towards the
key aspects to observe in systems amenable to cyber-attacks. The premiss of using it prompts
stakeholders to ‘think like attackers’, considering more or less the same venues they might em-
ploy to get hold of systems. It was proposed by Microsoft in early 2010’s within the security
software development community. A tool called Threat Modeling Tool (TMT) was made avail-
able by Microsoft and used a DFD-like mechanism to explain/convey threats in systems (the tool
reached its end-of-life in 2016, although a version is still available for download).

The acronym collapses CIA into the following aspects (described each aspect within brackets
below):

« Spoofing: [authenticity] Impersonating or forging legitimate entities’ identities (organi-
sations, business partners, etc) to gain access to systems, data, or spreading malware.

« Tampering;: [integrity] It involves the malicious or unauthorised modification of data,
code, configuration files/properties, system logs, or hardware.

« Repudiation: [non-repudiation] Allowing adversaries to perform malicious actions with-
out accountability (allowing plausible deniability), causing flawed/incomplete audit trails,
or lacking traceability.

« Information Disclosure: [confidentiality] Unauthorised access or exposure of sensitive
data by malicious actors.

« Denial of Service (DoS): [availability] Forcing systems to overload by abusing calls, abus-
ing, denying, or degrading service to users, or rendering them unavailable by overwhelm-
ing resources.

« Elevation of Privilege: [authorisation] The act of bypassing security controls for gain-
ing/raising unauthorised access, or by escalating control levels.

In ISO/SAE 21434:2021, STRIDE has a single mention when it lists TM approaches. Table 2.1
shows how to use STRIDE in automotive contexts, with some examples. Bear in mind that the
table shows one attack example for each letter (of STRIDE), and that multiple categories could
be defined by modellers.

STRIDE is useful in CAV contexts as it presents modellers with a simple to use framework
that highlights, in a structured way, key areas for concern when addressing cybersecurity. It is
mentioned in ISO/SAE 21434:2021 standard and UNECE WP.29 Regulation 155 (R155) as a valid
approach for TM.

As advantages, it can detect threats and threat actors in early stages of the SDLC, and it
can help stakeholders identify areas of interest, and focus efforts. It has a large community of
adopters, and there is a host of literature on the topic readily available.

However, in terms of downsides, STRIDE is not a ‘silver bullet’; it was originally used for in-
formation technology and it extensively focuses on data flows and information security proper-
ties. Additionally, it does not provide a risk scoring to qualify the model and allow prioritisation
to occur after analysis. The framework is not easy to automate for a range of potential defects in
systems, given its high-level nature of handling and presenting cybersecurity issues altogether.
It is thus recommended the approach to be used for specific objectives within a broader TM
analysis.
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Table 2.1: Examples of attacks in CAVs using the STRIDE approach.

Attack

STRIDE
category

Scenario high-level description.

CAN bus
abuse

Spoofing

Asset: ECU and hardware (bus).

Description: Malicious attacker finds a way to inject spurious (fake)
CAN messages directly to the braking ECU, causing the vehicle to
infer wrong brake requests.

Impact: [safety] Severe (potential collisions), [financial] High
(liabilities)

Mitigation: Implement CAN message authentication using secure
mechanisms and cryptographic message authentication codes.

Modify
mileage
& user data

Tampering

Asset: Engine Control Module.

Description: Attacker gain access to CAV’s internal network to
modify odometer.

Impact: [operational] Medium, [financial] High (car can be sold by
wrong market value)

Mitigation: Secure in-vehicle network and sensor authentication
coupled with advanced analytics to detect fraud.

Sensor data
repudiation

Repud.

Asset: sensor data logs.

Description: Driver or third party manipulates or denies sensor logs
after accident, undermining forensic analysis and accountability
analysis over vehicle’s system logs.

Impact: [financial] High (insurance disputes), [privacy] Moderate.

Mitigation: Cryptographically signed logs and store using
tamper-protection mechanisms.

Break into
data
telematics

Inf. Discl.

Asset: data and storage systems.

Description: Threat actor access telematics data using malware or
compromised mobile app, or even by intercepted wireless
communications.

Impact: [privacy] Severe, [financial] Moderate

Mitigation: Employ end-to-end encryption and strong
authentication. Track data traversing systems.

Jamming
signals

Dos

Asset: Wireless communication devices.

Description: attackers send massive amounts of requests using
jamming wireless communication signals between vehicles.

Impact: [operational] Medium (other vehicle systems stop
responding), [safety] High (car may be involved in accident).

Mitigation: Employ advanced intrusion and anomaly detection
systems to monitor and confirm malicious activity to blacklist/avoid.

Exploit
Infotainment

Elev. of
Priv.

Asset: Infotainment ECU.

Description: Use of remote connection to compromise a vehicle’s
infotainment system allowing attacker to gain root access privileges.

Impact: [operational] Medium (perimeter breach), [financial] High
(further attacks will take place).

Mitigation: Segmentation and isolation of critical systems with
access to the infotainment module and intrusion detection.
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2.4 Overview of techniques for TM

Threat modellers use Attack Modelling Techniques (AMT) to understand system’s shortcomings.
This active area of research in the cybersecurity community [36] helps stakeholders address
cyber-attack progression and perceive malicious tasks performed by adversaries as they abuse
systems.

2.4.1 Data Flow Diagrams

DFD is a modelling formalism that draws insights from Graph Theory and was initially conceived
in the middle of 1970 as a structured analysis and design technique. One uses simple modelling
primitives (DFD Components) such as ‘processes’, ‘flows’, ‘warehouses’, and ‘terminators’ to
convey how data traverse systems. Threat modellers employ DFD widely as it depicts most im-
portant items deemed for analysis. For instance, they use simple primitives and visual elements
to represent situations showing data (or any type of communication) passing through systems.
Simple diagrams readily convey ideas for both technical and non-technical team members.

DFD DFD3
Interactor External entity
data flow
data flow

Data Store -
_ Data Store

Trust
boundary

Figure 2.5: Basic modelling primitives for DFD and DFD3.

In the context of cybersecurity, academic and industry practitioners concerned with common
sense and expressiveness changed the original DFD formalism main entities and added the notion
of “Trust boundaries” in a proposition named DFD3!, used for TM. Simplicity and objectivity are
in the heart of DFD3 design, where rectangles, squared rectangles, drums, arrows (with decorated

'Link: https://github.com/adamshostack/DFD3.


https://github.com/adamshostack/DFD3
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data items), and dashed lines are sufficient to represent a wide variety of reasonable situations
for modellers.

Figure 2.5 shows a DFD and basic primitives?, ie, “Interactors” or “External entities” (initia-
tors of processes), processes, data flows, and data stores.

As an example of the descriptive and expressive power of DFDs, Figure 2.6 shows a customer
purchasing an item on an on-line store that checks inventory.

id_customer
item name
quantity

Order

Customer Product

8 Inventory

id_item
quantity id_customer
id_order
id_item
quantity

id_item
quantity

id_customer

=

Invgrllttiory X id it id_order ond
R 1d_item A rders
Internal ™, - 1d71te.m
back-end ™, quantity
Legacy
- - Supplier
id_supplier
. . id_item
id_supplier quantity

id_item
quantity

Figure 2.6: Generic “Purchasing a product” model using DFD with inventory checks.

The model allows stakeholders to understand major elements belonging to a system, impor-
tant processes, how data (and which data) traverses the processes, and how they end up or gets
retrieved from data stores. Mind that this is an excerpt of a broader setting, ie, it assumes that
customer is logged in, and already selected items to purchase. The model captures the essence of
modelling the overall desired process altogether. Understanding how data ‘travels’ within com-
ponents allow security analysts to make sure data in-transit and data in-rest assurances, also for
inspecting whether or not configuration files could be changed by malicious, incompetent, or
‘normal’ users (administrators).

2.4.2 DFD modelling in CAVs

As mentioned, this formalism’s reasoning concerns bi-directional data flows, where informa-
tion moves in both directions between components. For example, data flows between internal

ZFor generating the figure, modellers could use Diagrams.net (link: https://app.diagrams.net) that offers
Threat Modelling options. It is a free on-line tool with interesting features.


https://app.diagrams.net
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elements (such as users and vehicle systems) and external elements (like sensors and cameras),
traveling through the vehicle’s communication buses (eg, CAV) to and from the ECUs.

DFDs describe how data moves between external entities, processes, and storage. For CAVs,
they are useful to expose interfaces and integration points (sensors, ECUs, cloud, etc.), identify
trust and safety boundaries (on-board buses vs. external networks), capture non-functional con-
straints per flow (bandwidth, latency, reliability), and highlight potential security/attack surfaces
(unauthenticated telemetry, OTA channels).

Focusing on modellisation efforts, it is appropriate to remind some Upstream’s statistics
mentioned earlier, stating that 92% of attacks occurred remotely, 50% of vehicle thefts involved
keyless and key fob attacks, 40% targeted back-end servers, and 38% focused on data/privacy
breaches. Under these attacks, it is reasonable to think that one should focus on communica-
tion issues, authorisation, and data privacy. And security analysts should overview the DFD
models under the prism of CIA triad, where for instance communication issues may arise when
availability or integrity attacks are perpetrated by adversaries.

Typical DFD elements comprise:

« External entities: Communication, external (cloud) services, other vehicles (V2V), in-
frastructure (V2I), remote operators/OEMs.

— Communication Interfaces: V2X communications, CAN bus systems, Wireless
connections, Bluetooth interfaces, Cellular networks.

— Software Systems: present in ECUs, infotainment systems, telematics modules, or
OTA.

— Sensors and External Systems: vehicle sensors, cameras, navigation systems, charg-
ing infrastructure.

— Physical Access Points: OBD port, USB ports, Infotainment systems, Remote door
lock systems, Key fob signals (vulnerable to replay attacks).

« Processes: Data collection (from sensors, cameras, ECUs, and so on), data processing,
sensor fusion mechanisms, modules responsible for decisions (braking, avoiding obstacles,
steering, etc), perception, planning, control, OTA manager, or where actions get carried
out.

« Data stores: sensor/customer/vehicle specialised databases, internal repositories, on-vehicle
logs and metadata catalogues, training data stores, local hard disk maps, or operational
databases.

- Data flows: Raw sensor streams, diagnostics, OTA updates, event logging, vehicle’s sta-
tuses update, data synchronisation, alerts and notifications, fused perception messages,
telemetry, or control commands.

Example flows (context-level):

« Sensors (LiDAR/camera) — Sensor Preprocessing — Sensor Fusion — Perception.

« Perception — Trajectory Planner — Control — Actuators.

« Vehicle Diagnostics — Telemetry Upload <+ Cloud Analytics; Cloud — OTA Update —
Vehicle Update Manager.

Modelling guidance:

+ Use layered diagrams (context — level-1 — level-2) so each diagram stays readable.
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« Annotate flows with bandwidth/latency and security requirements.

« Explicitly show trust boundaries and cryptographic/authentication checkpoints.

« Avoid mixing safety-critical control loops with non-real-time data paths without noting
timing constraints.

2.4.3 Attack Trees

ATs were first mentioned by Bruce Schneier, in 1999, in Dr. Dobbs Journal (a computing ma-
gazine) [21]. It consists of creating a hierarchical view of the tasks required to attack a system.
The attack is the ‘Root Node’ and the ways of realising attacks are in the ‘Leaf Nodes’. Figure 2.7
shows the building blocks of a basic Attack Tree and its modelling primitives.

Root
RN
Node
" AND
Gate
Pl 1
” AND OR
Gate | Gate
l |
Leaf Leaf Leaf Leaf Leaf
Node Node Node Node Node
#1 #2 #3 #4 #5
LN1 LN2 LN3 LN4 LN5

Figure 2.7: An AT and basic modelling primitives.

A basic tree has the following components:

- Root Node: this is normally related to the issue under study, eg, “DoS Attack in CAV”, or
“Steal vehicle credentials”.

« Logic Gates: in the basic version it could be i) AND Gate; or ii) OR Gate, each one repre-
senting which nodes to be true. For AND, all underlying Leaf Nodes must be true whereas
for OR Gate, only one Leaf Node must be true.

« Transitions: connects nodes to logic gates.

« Leaf Nodes: used to represent actions in the model.

For the specific example in the figure, one could work out a logic formula that states:
RN = (LN1 AND LN2) AND (LN3 OR LN4 OR LN5)

So, for the example, in order for the Root Node to ‘be true’, LN1 and LN2 must also be true, and
either LN3, LN4, or LN5 could be true. A lot of different reasoning could be derived by modellers
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using these basic primitives, which is the strength of this kind of modelling. ATs are useful for
understanding ‘what might go wrong?’ and also, it visually depicts attack paths. Additionally,
stakeholders could easily understand steps that adversaries may take and then create or device
protections to prevent those tasks from happening. For instance, if a security officer creates
cybersecurity controls to prevent LN1 from happening, it will render it ‘false’, thus collapsing
the attack altogether. Obviously that preventing LN1 is not a trivial task to ensure, as threat
actors might find different mechanisms to circumvent it.
Figure 2.8 shows an example of AT to ‘Learn Root Password’ of a system:

'Learn P t nod
RN arent node
Root ' to LN', LN"
Password
I
OR
[ ]
Parent node
P t nod
g‘;‘qlanz Method 1: | 1+ IN' Method 2: to LN3, LN4, LN5
' i Keylogger
Child node to RN Guessing VR Child node to RN
I i
p N
o // AND
b |
[ [ ]
Use
P Use Install Remote Download
passwords dictionary Keylogger Access File
LN1 LN2 LN3 LN4 LN5
L J L J
Al Y
Child nodes to LN' Child nodes to LN"

Figure 2.8: Working example of AT (nodes for describing methods are optional).

The figure also depicts the hierarchy, explaining how Parent nodes (a node with leaves, that
belongs to a higher hierarchical level) and Child nodes (a node that has a Parent node) work in
the model. For this example, the logical formula is:

RN =( LN1 OR LN2 ) OR (LN3 AND LN4 AND LN5)
N—_———
Method 1 (LN’) Method 2 (LN”)

For this example, RN = Method 1 OR Method 2, ie, an adversary may either guess the
password or install a keylogger. The formula is representing the fact that an adversary is either
successful by guessing it (a simple task) or by using a method that installs, access, and download
a password, a more difficult task. A security officer making sure that software installing should
be hardened, it collapses the whole branch of “Method 2”.
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Over time, modellers started thinking about some shortcomings of ATs, for instance, the
need for have some kind of ordering among tasks, or decorating leaves with other information
such as ‘effort’ or ‘cost’, to name a few. Also, it would be interesting to consider variants into the
formalism. For example, incorporating time, allowing other logic gates to be used (eg, XOR, etc),
or to have ‘Attack’ and ‘Defense’ tasks altogether, or mapping countermeasures and mitigations.
These additions offer superior analysis methods for modellers that allow them to create rep-
resentations for more complex and nuanced cyber-attack possibilities. We shall describe these
modifications next.

Ordered logic gates: the idea is to represent order in tasks. Let’s briefly recap how logic gates
work (up until now):

« OR gate: only one leaf must be realised (successful) to achieve the parent node.
« AND gate: all leaves connected to the Parent node must be successful for the Parent node
to be successful as well.

In ordered reasoning, we shall accept the following new possibility:

« Sequential AND (SAND): All Child nodes must be successful, however, they must occur
in a specific order (usually left-to-right).

Figure 2.9 shows how SAND gate works in a model excerpt. The leaf nodes connected to the
SAND gate must occur in the specific order (left-to-right) of 1. Connect to customer’s network;
followed by 2. Listen to connection.

'Eavesdropping
customer'

OR

|

|

SAND
Connect to

customer's
network

Listen to
connection

LN1 LN2

Figure 2.9: An AT that uses a SAND gate to represent ordered events.
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This primitive enriches the modelling possibilities for ATs, allowing modellers to model in-
tricate adversarial behaviours. The logical formula is:

—_——
RN =(LN1 AND LN2 ) OR (...)

Decorating leaf nodes: in this modelling primitive, leaves can assign quantitative (ie, numerical
values) or qualitative (eg, scales such as ‘Low’, ‘Medium’, or ‘High’) indicators to qualify “Effort”,
“Difficulty” (likelihood), “Cost”, “Skill”, or “Impact to organisation”.

Figure 2.10 represents an AT with decorated leaves. Note that for this example all modifiers
are qualitative where the key are: { Cost, Skill, Feasibility }.

Invade
Infotainment | RN
ECU
OR
R | '
K(e:())’;t Dlscov.er IN1 LN2 Physical
: Credentials Access
Skill
Feasibility l
OR [ sanD
;‘ \
[ | [ [ |
Shoulder Find Phishin Discover Approach Insert
surf opportunity cus tomeg; vehicle with without malicious
customer to copy key vulnerab. | |being caught dongle
LN3 LN4 LN5 LN6 LN7 LN8
Almost free Physical Negligible Surveillance  Negligible Considerable
Medium (could ey cost Easy (script) Hard High Easy (after
get caught) Medium Eaéy (detection) (shadowing) physical access)
Usual Medium Rare Hard Medium
(cameras)

Figure 2.10: Decorating leaves of an AT with qualitative modifiers.

The logical formula for this model is:

RN = (LN3 OR LN4 OR LN5)OR (LN6 AND LN7 AND LN8 )
LN1 LN2

Associating a defense task to an attack: At the same time that leaves represent attacks,
one could decorate the borders of such task in ‘Red’ whereas ‘Green’ borders would represent
defense mechanisms to prevent or avoid malicious activities. Figure 2.11 shows an excerpt of an
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‘Steal
RN
Credentials'
\“ ‘\
OR
[ |
1 1
Guess Dictionary Brute | Enact
password attack Force MFA
LN1 LN2 LN3 L4

Figure 2.11: An excerpt for an Attack-Defense Tree showing a defense node (MFA).

Attack-Defense Tree showing attacks (in red) and a defense mechanism (in green) that employs
Multi-Factor Authentication (MFA).

There are several other modifications that could be appended to AT that were not mentioned
here. We urge readers to investigate about such representations that captures other interesting
adversarial behaviours.

2.4.4 Attack Graphs

A graph is a structure that represents relationships between modelled objects. A bit more for-
mally, a graph G consists of the following formula G = (V, E) where:

« V:a set of vertices (or nodes);
« E: a set of edges, that connect pairs of vertices, ie, E C (u,v) |u,v € V

Graphs can be one of many types, for example, Simple Graphs have no loops or multiple
edges, Directed Graphs (Digraphs) are structures where all edges have a specific direction from
one vertex to another, or even Weighted Graphs, a graph where edges have weights (decorated
with numerical values representing among other possibilities, cost, or length.

They are used in cybersecurity to represent cyber-attacks, adversaries, and vulnerable assets.
As an example, we shall comment on the Stuxnet attack (discovered in 2010) which caused severe
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damage to the Iranian nuclear program targeting Industrial Control Systems (ICS). A host of
work was discussed in previous literature outlining how AGs can be used to model the attack

and how they can be used to investigate incidents.

Command Web
Server

Industrial
Controller
(machine)

Stuxnet
updates

.......... auto-execution
: exploit Support Station

(machine)

Industrial
Motors

Stuxnet
Infected USB
Drive

Removable
Devices

............... Method#2

(a) Representing the Stuxnet attack as a graph.

Legacy
Users, Systems

Customers,
ete

_
Application (=] Web

Server  [~= Server
Database
Server Corporate

Systems

(b) Using a graph to model a system with multiple assets and networks.

Figure 2.12: Examples of modelling systems with graphs.

Figure 2.12 shows two examples of using graphs to model systems: Figure 2.12a shows the
Stuxnet worm venues of spreading modelled as a graph [37] whereas Figure 2.12b represents a
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generic configuration of dispersed assets over user, corporate, and legacy networks interacting.

The Stuxnet attack had multiple ways of compromising assets, eg, through removable devices
or by injecting malware at printers, allowing the worm to quickly spread and reach its final
target, which was an air-gapped network. It is considered a graph as it does not follow the
specific rules for trees, having parent and child nodes only. Graphs are more freely defined,
having loops and connections among nodes without any strict rule. It is possible to visually
inspect how to model assets having different operating systems, and mapping vulnerabilities
depends on the efforts of the modellers.

There is a myriad of interesting materials about the Stuxnet attack and how to model it using
AGs available in recent literature. We urge readers to investigate further about it as it has been
extensively scrutinised by the cybersecurity community throughout the years, with interesting
insights and lessons learned.

One could model potential adversaries attempting to access different systems facing the In-
ternet, and then how they might move laterally by gaining access to internal resources and
air-gapped systems.
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Chapter 3

Perspectives for threat analysis of
CAVs

The threat landscape for CAVs continuously evolves, requiring analysts to alter the ways in how
they employ threat modelling methodologies for the full vehicle’s life-cycle. As vehicles transi-
tion from isolated mechanical systems to complex, interconnected cyber-physical entities, they
must enhance traditional approaches to account for multi-layered architectures spanning on-
board sensors, edge computing nodes, cloud infrastructure, and V2X communication networks.
Future TM frameworks must adopt a holistic perspective that simultaneously addresses vulnera-
bilities across sensor systems, ECUs, communication protocols, and artificial intelligence-driven
decision-making processes, recognising that a breach at any single point can cascade through
the entire system with potentially catastrophic safety consequences.

In this work, we have highlighted some useful existing TM approaches that can be adapted
for CAV. It served as a starting point for understanding how to approach the complex security
challenges posed by autonomous vehicles. Given the sheer number of components belonging to
the attack surface of vehicles, significant gaps remain in current TM practices when applied to
the unique characteristics of CAVs. Our intention was to open the discussion for future research
and development in this area, encouraging the community to explore novel methodologies that
can better capture the intricacies of these systems altogether.

As contributions, we highlight:

« Security underpinnings of CAVs and the need for dynamic and adaptive TM approaches
that can evolve alongside the vehicle’s software and hardware configurations, with the
possibility (yet to be explored) incorporating real-time CTI to address emerging vulnera-
bilities.

+ A comparison between different standards related to CAV.

« The importance of integrating safety and security considerations within threat models,
recognising that attacks on CAVs can have direct implications on passenger safety and
public trust in autonomous technologies.

« The potential for leveraging novel TM techniques, approaches, and tools, for instance,
AI/ML that can be used to automate the modelling process and enabling more efficient
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identification and prioritisation of risks in complex vehicle systems.

« The necessity for collaborative frameworks that involve stakeholders from automotive
manufacturers, cybersecurity experts, regulatory bodies, and end-users to ensure compre-
hensive threat assessments that reflect diverse perspectives and expertise.

« The value of continuous monitoring and feedback loops in threat modelling processes, al-
lowing for ongoing refinement and adaptation of security measures as new threats emerge
and vehicle technologies evolve.

3.1 Future directions for CAV threat modelling

There is a huge discrepancy in how TM was conceived to operate and how it should operate
nowadays, taking into consideration the demands and the inter-connectedness of modern vehi-
cle fleets. For example, traditional frameworks like STRIDE were not designed to address these
characteristics. As vehicles increasingly rely on a plethora of different sets of models for per-
ception, planning, and control decisions, threat modelers must develop equally sophisticated
methods to assess adversarial attacks on a myriad of systems having multiple points of entry
and vulnerabilities. For instance, data poisoning threats during model training might become a
truly battleground for assessing how complex algorithms are coping with threats. On the other
hand, prompt injection attacks against voice assistance systems might trick a CAV system to
underperform or yield incorrect outcomes.

The greatest emerging security threat perhaps lies in data poisoning, where malicious or
corrupted training data compromises the integrity of AI models, potentially causing vehicles to
misinterpret environmental cues or make unsafe decisions under specific conditions. Future ap-
proaches will have to incorporate data provenance and tracking altogether, fostering automated
validation of software system combined with anomaly detection modules to ensure that the
training data underpinning vehicle autonomy remains trustworthy and hard to easily corrupt.

Another point that we raise here is the need for having a convergence of standardisation,
regulatory frameworks, and advanced TM tools. As regulatory bodies increasingly mandate cy-
bersecurity standards—such as those outlined in frameworks like ISO/SAE 21434 and emerging
WP.29 (from UNECE/UN) regulations, that state that TM approaches must be embedded as a
mandatory component of the vehicle development lifecycle sooner rather than later in the pro-
cess.

Looking forward, one way is to combine approaches, for instance, one approach that lever-
ages STRIDE’s structured threat categorization with CTT using MITRE ATT&CK’s detailed attack
vector analysis adapted for the automotive domain. As vehicle architectures become increasingly
distributed, with critical processing occurring both at the edge (within the vehicle) and in the
cloud, threat models must evolve to capture latency-sensitive dependencies and the unique risks
posed by OTA updates, EV charging infrastructure integration, and software-defined vehicles.
The vehicles of the future will demand TM practitioners that offers hybrid expertise spanning
automotive systems engineering, cybersecurity, artificial intelligence, and data science, ensuring
that security by design principles permeate every layer of autonomous vehicle architecture from
conception through deployment and throughout the operational lifecycle.
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